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How to fill out the X.509 Certificate Request Form Electronically

The End User Request Forms (EURF) Package is a Microsoft Word template.  All form information is locked, meaning that you cannot edit any of the contents, with the exception of the X.509 Certificate Request Form (CRF).  This form can be completed electronically from within this package, or from the Microsoft Word template CRF which contains only the form itself. You should check with the System Administrator, your supervisor or some other person with knowledge of the system configuration, if you are not sure whether a v1 or v3 certificate is needed.

To complete the End User X.509 Certificate Request Form electronically, follow these steps:

1. Open the file CRF or the EURF package (whichever is preferred).

2. Press the [TAB] to the first field of the form, and type in the required data.   Press the [TAB] key again to move from field to field within the form.

3. When you have completed the form, follow the local procedures to process it.

Instructions for Completing the X.509 Certificate Request Form

Page Numbering (top left entry on each page)

Enter 1 on the first page of the X.509 Certificate Request Form and consecutively number all pages filled out.  After completing all necessary pages, fill in the total number of pages on each page being submitted. (E.g. 1 of 3, 2 of 3, 3 of 3).

User Information
This section contains information specific to the certificate’s end user.  

1. Request Type  

New Address List Certificate:  Requests a new X.509 certificate for an Address List. This includes a request to change the Distinguished Name (DN) on an existing certificate.  If an Address List Certificate is not what you want please use the 2.4 End Users Request Form.

.

2. POC Full Name/Phone

Print the full name of the person who will be responsible for the card.  The full name can include: title (e.g. SSGT), first name, middle name or initial, last name and suffix (e.g. Jr.).  It is mandatory that at least the first name and last name be specified. This person is the requester of or point of contact for the Address List card.  Enter the commercial and DSN telephone number(s) of the user.  Remember to include the three-digit area code or country code as appropriate.

3. POC Address

Enter the address where the Address List POC can receive mail

4. E-mail Address

Enter an e-mail address at which the POC receives official communications with the CA.  The CAW only supports SMTP mail but this field must also contain an X.400 address or a DN if the CA was to use some other means to communicate with the user.  


Supporting Information
This section contains information used to uniquely identify the user, their certificate, and their card.  It is also used to provide additional information relative to the request being made.

5. Certificate Usage

(Select only One)

· Organizational.  This user will be using their certificate(s) on behalf of an organization/address list.

7b.   Card Clearance

This field should be set to the level of the highest classification of certificate that will be used for an address list.  Choose one classification only.  If the Address list is unclassified and secret you will have to submit two forms.

7c.   Card Type

FORTEZZA® /T2CSS, is the 

6. Distinguished Name (DN)

  The DN should be entered here or attached to this form. Although DNs are case insensitive, and capitalization of DNs is not important, be aware that the certificate will be created exactly as it is written regarding spaces and capitalization. (Multiple consecutive blank spaces in a DN are stored as one space by the CAW application.) 

For an action on an existing certificate(s), the user should enter the DN.

Administrative/Signature Block
This section is for administrative information and the approval signatures.  Blocks 12, 16, 17, and 18 should be completed by the RA or CA.

7. POC Signature

The person responsible for the address list must sign and date the completed form prior to submission. 

8. Supervisor Name

Print the name of the supervisor who is approving the requested action.  Enter the commercial and DSN (optional) telephone number(s) of the supervisor.  Obtain the supervisor’s signature when the form is ready for submission.  Before signing, the supervisor must verify the correctness of all information on the.

9. Sub-Registration Authority Name

Print the name of the SRA who is verifying any of the information on the form, if applicable.  Enter the commercial and DSN (optional) telephone number(s) of the SRA.  After reviewing the form for completeness and correctness, and processing it if appropriate, the RA must sign the form

10. Certificate Authority Name

Print the name of the CA who is completing the requested action.  Enter the commercial and DSN (optional) telephone number(s) of the CA.  The CA must sign the form when the action requested is complete.

11. Number of pages approved

The CA or RA must enter the total number of pages included in the form that have been approved by their signature.

Version 3 Certificate General Information
This section contains information specific to the MISSI version 3 X.509 certificate. 

12. Certificate Type

If you are requesting a new version 3 certificate this block must be filled in.  Select both the version 3 X.509 certificates.  

13. Certificate Policy

If you are requesting a new version 3 certificate this block must be filled in.  Select the certificate policy under which this certificate will operate.  If you are requesting the certificate to be used in the MLA Consolidation site select US DoD Class 4.

14. Communication Privileges

If you are requesting a new version 3 certificate this block must be filled in.  Select all communication privileges that must be supported by this certificate for the users to assign to messages or data.

15. Personality

If you are requesting a new version 3 certificate this block must be filled in.  Enter the name that will be used to identify the X.509 certificate on the hardware token (e.g., FORTEZZA® card). The Personality Name must be unique for each certificate under a DN and be destiguishable between DSS and KEA Certificates. This field has a maximum length of 24 characters.  

Note: If both Signature (DSS) and Encryption (KEA) certificate types are selected in block 19, enter both a DSS and a KEA personality.

The Navy standard is the AL name or abbreviated AL name with the extension of (V3 Sig) or (V3 Enc).  This allows the .FORTEZZA® card users to have visual clues as to which certificate the users are using.

Version 3 Encryption Certificate Information
The following blocks provide additional information for a requested encryption certificate. Fill in all that apply.

16. Security Policy

If you are requesting a new version 3 encryption certificate this block must be filled in.  Select the appropriate security policy.  If a security policy other than GENSER has been chosen, please contact the supporting DSP or the NAVY GSM.

Version 3 GENSER Security Policy Information

The following blocks provide additional information for a requested encryption certificate when the GENSER security policy has been chosen. Fill in all that apply.  If a security policy other than GENSER has been chosen, the equivalent information specific to that security policy should be provided on a form for that security policy.

The supervisor of the individual requesting the certificate decides what information the individual will need access to.  The unit security officer decides whether the individual has the security clearances required to have access to the information.  After verifying the signature of both these individuals is present on the form, the CA can process the request.

If there is any question as the security category authorizations contact you r support DSP or the Navy GSM.  Please keep in mind when requesting the security category authorizations that it is easy for the certificates to be updated to increase security category authorizations but none can be added without revoking the original certificate and recruiting the certificate.
17. Classifications

If you are requesting a new version 3 encryption certificate this block must be filled in.  Select all classification levels to be supported by the requested X.509 certificate.  Strike through the names of the classifications not supported by this certificate (this guarantees that additional boxes cannot be checked after the security officer has signed for the selected classifications).  The requested classifications cannot exceed the clearance level of the user or device.  The level requested depends on the classification of the networks this end user communicates with electronically.  If the user needs to communicate between different classified networks (e.g. SIPRNET and NIPRNET), separate certificates will have to be ordered for each classification.  Each certificate must be requested on a separate X.509 Certificate Request Form.

18. Security Categories for GENSER 

This block is optional and need only be filled in if the user has security category authorizations.  Select all authorizations that should be granted in the requested X.509 certificate. Strike through the names of the categories not supported by this certificate (this guarantees that additional boxes cannot be checked after the security officer has signed for the selected categories). If the end user is a US citizen, always select the “NOFORN” and “Release to None” categories.

19. Citizenship

Enter the user’s country of citizenship.  

20. Extended Certificate Information

Using the DMS GENSER Message Security Classifications, Categories and Markings Phrase Requirements decide which Message Security Labels that are applicable to the address list.  

U.S. Navy Address List V3 X.509 Certificate Request Form
User Information

	  1.Request Type                                        FORMCHECKBOX 
 New Mail List Certificate

	  2.  POC of Address List (Rank/Full Name) (Print))
     


	 POC Phone  Comm.      


                        DSN      


	21.   POC Address  

Org.      

Street      

City      

State/AA,AE,AP      
  Postal Code      
Country       


Remarks:       

	

	4. E-mail Address(es)        (for contact information)
SMTP address for POC


/c=US/o=U.S. Government/ou=DoD/ou=Navy/ou=Organization/ou=   (DMS DN)


     





Supporting Information

	5. Certificate Usage (See instructions for additional information required) (Select only one)
 FORMCHECKBOX 
 Individual
 FORMCHECKBOX 
 Registration Authority

Organizational:  FORMCHECKBOX 
 Firstborn
 FORMCHECKBOX 
 Sibling   


Org Name      

 FORMCHECKBOX 
 Device:  Type      

	7b. Card Clearance

 FORMCHECKBOX 
 Top Secret  FORMCHECKBOX 
 Secret  FORMCHECKBOX 
 Confidential  FORMCHECKBOX 
 Unclassified

7c. Card Type  Fortezza/T2CSS


	6. Distinguished Name (See instructions for inclusion of blank spaces)
/c=US/o=U.S. Government/ou=DoD/ou=Navy/ou=Mail List/cn=AL (EX. cn=AIG 123(n))





Administrative/Signature Block

	7. POC Signature
	Date

	8. Supervisor Name (Print)
     

	Phone  

Comm.      
 DSN      

	Signature (see instructions)
Date

	9. Sub- Registration Authority Name (Print)
     

	Phone  

Comm.      

DSN      

	Signature
Date

	10. Certification Authority Name (Print)
     

	Phone  

Comm.      

DSN      

	Signature
Date

	11. Number of pages approved                   (CA or RA use only)


Each signer of this form certifies that the statements or signatures made on this form are true, complete, and correct to the best of my knowledge. I understand that false statements are subject to civil and criminal penalties, including but not limited to penalties under 18 U.S.C. Section 1001.

Page      
of      
Version 3 Certificate General Information

	12. Certificate Type

 FORMCHECKBOX 
 Signature (DSS)

 FORMCHECKBOX 
 Encryption (KEA)
	13. Certificate Policy 

 FORMCHECKBOX 
 US DoD Class 3

 FORMCHECKBOX 
 US DoD Class 4


	14. Communication Privileges 

(Select all that apply) 
 FORMCHECKBOX 
 Deferred
 FORMCHECKBOX 
 Flash

 FORMCHECKBOX 
 Routine 
 FORMCHECKBOX 
 Override

 FORMCHECKBOX 
 Priority
 FORMCHECKBOX 
 ECP

 FORMCHECKBOX 
 Immediate                FORMCHECKBOX 
 Critic      
 FORMCHECKBOX 
 Critic

	15. Personality (should be unique for each certificate under a DN) (maximum length of 24 characters)
DSS (AL RDN) (V3 Sig)

KEA (AL RDN) (V3 Enc)

	


Version 3 Encryption Certificate Information

	16. Security Policy 

 FORMCHECKBOX 
 GENSER

 FORMCHECKBOX 
 Other      

	


Version 3 GENSER Security Policy Information

	17. Classifications (Select all clearances to be supported.  Strike through clearances not supported)   

 FORMCHECKBOX 
 Unclassified

 FORMCHECKBOX 
 Confidential

 FORMCHECKBOX 
 Secret

 FORMCHECKBOX 
 Top Secret

 FORMCHECKBOX 
 NATO Unclassified

 FORMCHECKBOX 
 NATO Restricted

 FORMCHECKBOX 
 NATO Confidential

 FORMCHECKBOX 
 NATO Secret

 FORMCHECKBOX 
 COSMIC Top Secret
 FORMCHECKBOX 
 Foreign Unclassified

 FORMCHECKBOX 
 Foreign Restricted

 FORMCHECKBOX 
 Foreign Confidential

 FORMCHECKBOX 
 Foreign Secret

 FORMCHECKBOX 
 Foreign Top Secret
	18. Security Policy Categories for GENSER

  (Select all authorizations to be supported.  Strike through categories not supported)
GENSER Categories


 FORMCHECKBOX 
 Exclusive Distribution-EXDIS
 FORMCHECKBOX 
 Restricted Data - RD 

 FORMCHECKBOX 
 Formerly Restricted Data-FRD
 FORMCHECKBOX 
 SIOP-ESI 

 FORMCHECKBOX 
 No Distribution- NODIS 
 FORMCHECKBOX 
 SOSUS USA/GBR Eyes Only

 FORMCHECKBOX 
 NOFORN (select for US citizens)
 FORMCHECKBOX 
 SPECAT 
 FORMCHECKBOX 
 Release to None (select for US citizens)
 FORMCHECKBOX 
 USA/GBR Eyes Only

 FORMCHECKBOX 
 DOD CNI
 FORMCHECKBOX 
 DOE CNI

GENSER NATO Categories  
GENSER Non-US Classification 
 FORMCHECKBOX 
 ATOMAL
 FORMCHECKBOX 
 Unclassified - FU

 FORMCHECKBOX 
 Cryptosecurity
 FORMCHECKBOX 
 Restricted - FR

 FORMCHECKBOX 
 EXCLUSIVE
 FORMCHECKBOX 
 Confidential – FC



 FORMCHECKBOX 
 Secret -  FS

(Enumerated) 
 FORMCHECKBOX 
 Top Secret – FT 

 FORMCHECKBOX 
 GENSER SOSUS Eyes Only
 FORMCHECKBOX 
 Border Device 

 FORMCHECKBOX 
 GENSER DOD Eyes Only

 FORMCHECKBOX 
 GENSER Intelligence Community Eyes Only

 FORMCHECKBOX 
 GENSER REL TO Categories
	19. Citizenship

US


	20. Extended Certificate  Information (See instructions; continue on separate sheet if necessary)
Example:  DoD Control Nuclear Info
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