DMS Field Engineer Notice
Title:

Fortezza  Drivers for NT
Date Approved: 
Last Updated:   05/05/2000
Date Expunged:
FEN Number:

2.1-DRIVERS-02a

Product Affected:

All Lotus Clients and All Microsoft Clients installed on WinNT platforms with PCMCIA readers
Version #:

2.1
Authorized by LMC: Johanna Hyman
Approved by DISA: D3 OPS
POC Telephone:

(800) 457-3674



Optional: XXXXXXXXXXXXXXXXXXXXXX
Mandatory:  
Information Only:

Problem Description:

Some laptops and desktop clients running WinNT with PCMCIA card readers may not be able to load Fortezza drivers.  This corrective update fixes PTR 5514 – Fortezza Drivers needed for 32-bit PCI  PCMCIA card readers.

Problem Solution:

Replace existing Fortezza drivers with new Fortezza drivers and card and socket services. 

Detailed Instructions: 

If your WinNT Lotus or Microsoft client works and you can sign and encrypt messages with a Fortezza card, then NO action is required.  If you cannot successfully install the Fortezza drivers on your WinNT client, proceed with this FEN.  This procedure is necessary to replace existing Fortezza drivers with new Fortezza drivers.

Note: If you have additional questions or problems with installing Fortezza drivers after following this FEN, please refer to the "FORTEZZA Driver Installation Guide with FORTEZZA Troubleshooting for DMS Applications" located on the DISA DMS Controlled Web Site:  http://www.disa.mil/D2/dms/access.html
1) Disk Space Required:

10  MB total space required

2) Download the Corrective Update Package:

· Utilizing the NETSCAPE 4.05 browser or better, access the DADS server which serves the theater where the user resides.  However, any server is available to any user.  The following  NIPRNET and SIPRNET DADS servers are available: 

· RNOSC-Columbus: 

· NIPRNET at https://dkwwwefgv001.roscc1.disa.mil
·  SIPRNET at https://dkwwwefgvs02.roscc.disa.smil.mil
· RNOSC-Europe: 

· NIPRNET at https://dkwwwsxfl001.roscc1.disa.mil
· SIPRNET at https://dkwwwsxfls02.roscc.disa.smil.mil
· RNOSC-Pacific:

· NIPRNET at https://dkwwwyvew001.roscc1.disa.mil
· SIPRNET at https://dkwwwyvews02.roscc.disa.smil.mil
· RNOSC-Detrick:

· NIPRNET at https://whefl001.ncr.disa.mil
· SIPRNET at https://207.85.98.203  

· A link to the patch is available on the FEN summary page in the DADS.  The link is located in the Related Asset box.  From the DADS Main User Menu – Quick Search, or Browse “Collections”, for the FEN 2.1-DRIVERS-02a summary page.

· Download the patch file for this FEN (the path is 2.1-DRIVERS-02a) from DADS, to the \temp directory on your PC.

· The download file is 2.1-DRIVERS-02a.exe.  This is a compressed file that contains the corrective update file (or files). 

· FTP the file from your PC to the \temp directory on the component(s) to which you are applying the FEN.

· 
· 

· The .exe file will uncompress upon execution.

· This will produce the file FortezzaBundle_39.6[.exe]
                                             (Litronic version 39.6  Fortezza library/drivers Win95/98/NT) 

                                             (SystemSoft CardWizard version 5.10.05 for Windows NT)


(card_info.exe utility and files to test driver installation)

     Size = 4,276,224 bytes   (from Explorer, right-click on file and select Properties to check )

· Double click on the self-extracting zip file  FortezzaBundle_39.6[.exe].  This will extract the files to a <temp directory>\fortezza on your machine.  By default, the temporary directory is C:\temp\fortezza.  Click Unzip.  Click OK.  Click Close. 

3) Install the Corrective Update:

For Microsoft Outlook DMS Clients on Windows NT 4.0 Workstation:


· Remove your Fortezza card from the card reader.

· Login as ‘Administrator’ on the client machine with the card  reader.

· Exit all windows applications.

· Follow the client installation instructions for the Microsoft Outlook DMS client.  Stop at the point you are ready to install the Fortezza drivers for the DMS client.

· Exit the DMS client.

· Using Start(Settings(Control Panel(Add/Remove Programs and Add/Remove button, remove any existing Litronic Fortezza, Spyrus SPEX, or SystemSoft CardWizard programs if they are present.  The machine may require rebooting.  If so, login again as ‘Administrator’.

· Using the Start(Find(Files or Folders utility, check for these older Fortezza driver/library files on your machine and delete them if they exist:

<windows drive>:\winnt\system32\spyrus.vxd

<windows drive>:\winnt\system32\crypti32.dll
<windows drive>:\winnt\system32\fortezza.vxd
<windows drive>:\winnt\system32\tssp32.dll

· You are now ready to install the new Fortezza 32-bit drivers/libraries.

1. Log on as ‘Administrator’ and using Windows Explorer locate the files you downloaded in the <temp directory>\fortezza directory.  By default <temp directory> = C:\temp\fortezza.

2. Double-Click on the Setup[.exe] file.

3. Click Next at the Welcome screen.

4. 
5. 
6. Select the MA CI library and PCMCIA Driver - Argus 2500, or Laptop checkboxes on the Select Components to install screen. 

7. Click Next on this same screen to install these components.

8. Press Cancel at Litronic Windows Fortezza Bundle Registration window.  The setup program will continue.
9. Click Yes to install CardWizard card and socket services.
10. Click Finish in InstallShield wizard to finish installing Litronic Windows Fortezza Bundle on your computer.  The CardWizard setup program will start. 

11. 

12. Click Next at the CardWizard for Windows NT Setup screen.
13. Click Next at the Welcome Screen.
14. Click Yes if you agree to the Software License Agreement.

15. If there are cards in the PCMCIA reader slots, please remove them before continuing. 
16. Click Yes to continue.
17. Select the appropriate platform from the list.  For example: ‘Desktop with Litronic Argus 2500 Card reader’

18. Click Next.
19. Click Next at the Choose Destination Location screen. Setup will start copying files now.

20. Click Yes if you want to read the Readme file.

21. Click Finish  to restart your computer.
· You are now ready to test the installation of the new Fortezza 32-bit drivers/libraries.
22. Log on as ‘Administrator’ and using Windows Explorer locate the files you downloaded in the <temp directory>\fortezza directory.
23. Copy the file card_info[.exe] to the c:\winnt\system32 directory.
24. Open an MS-DOS Prompt using Start(Programs(Command Prompt.


25. 

26. Type cd c:\winnt\system32 and press Enter to change to that directory.

27. Insert your Fortezza card into the  reader.

28. Click OK to the successful insertion of the Fortezza card by CardWizard or wait 15 seconds and the CardWizard window will disappear automatically.

29. Type card_info and press Enter.

30. Enter the socket number (1 or 2) where your Fortezza card is located and press Enter.

31. Enter the PIN for your Fortezza card and press Enter.

32. The card_info utility should log into the card, do some checking of certificates found there and print out that information.  If this works you may skip to the next step.  

· If you get a “failed return value = -20”, you specified the wrong socket for the Fortezza card.  Try again specifying the other socket.

· If you get any other “failed return value”, the Fortezza library and drivers are not loaded correctly.  You will have to correct this before you continue with the next step.  Ask your administrator or support staff for assistance.

· Note: If you have additional questions or problems with installing Fortezza drivers please refer to the "FORTEZZA Driver Installation Guide with FORTEZZA Troubleshooting for DMS Applications" located on the DISA DMS Controlled Web Site:  http://www.disa.mil/D2/dms/access.html 
33. Log off Windows and log back on as a valid Outlook user.

34. Double click on the Microsoft Outlook icon to launch the Microsoft Outlook DMS client.

35. Click OK at the Defense Message System information window.

36. Send a signed and encrypted message to yourself to verify the Microsoft Outlook DMS client is working correctly.  If this does not work, your DMS client is not installed or configured properly. Ask your administrator or support staff for assistance.

· Note: If you have additional questions or problems with installing Fortezza drivers please refer to the "FORTEZZA Driver Installation Guide with FORTEZZA Troubleshooting for DMS Applications" located on the DISA DMS Controlled Web Site:  http://www.disa.mil/D2/dms/access.html
For Lotus Notes DMS Clients on Windows NT 4.0 Workstation:


· Remove your Fortezza card from the  reader.

· Login as ‘Administrator’ on the client machine with the  reader.

· Exit all windows applications.

· Follow the client installation instructions for the Lotus Notes DMS client.  Stop at the point you are ready to install the Fortezza drivers for the DMS client.

· Exit the DMS client.

· Using Start(Settings(Control Panel(Add/Remove Programs and Add/Remove button, remove any existing Litronic Fortezza, Spyrus SPEX, or SystemSoft CardWizard programs if they are present.  The machine may require rebooting.  If so, login again as ‘Administrator’.

· Using the Start(Find(Files or Folders utility, check for these older Fortezza driver/library files on your machine and delete them if they exist:

<windows drive>:\winnt\system32\spyrus.vxd

<windows drive>:\winnt\system32\crypti32.dll
<windows drive>:\winnt\system32\fortezza.vxd
<windows drive>:\winnt\system32\tssp32.dll

· You are now ready to install the new Fortezza 32-bit  drivers/libraries.

1. Log on as ‘Administrator’ and using Windows Explorer locate the files you downloaded in the <temp directory>\fortezza directory.  By default <temp directory> = C:\temp\fortezza.
2. Double-Click on the Setup[.exe] file.
3. Click Next at the Welcome screen.
4. Select the MA CI library and PCMCIA Driver - Argus 2500, or Laptop checkboxes on the Select Components to install screen. 
5. Click Next on this same screen to install these components.
6. Press Cancel at Litronic Windows Fortezza Bundle Registration window.  The setup program will continue.
7. Click Yes to install CardWizard card and socket services.
8. Click Finish in InstallShield wizard to finish installing Litronic Windows Fortezza Bundle on your computer.  The CardWizard setup program will start.

9. Click Next at the CardWizard for Windows NT Setup screen.

10. Click Next at the Welcome Screen.

11. Click Yes if you agree to the Software License Agreement.
12. If there are cards in the PCMCIA reader slots, please remove them before continuing.

13. Click Yes to continue.

14. Select the appropriate platform from the list.  For example: ‘Desktop with Litronic Argus 2500 Card reader’

15. Click Next.

16. Click Next at the Choose Destination Location screen. Setup will start copying files now.

17. Click Yes if you want to read the Readme file.

18. Click Finish  to restart your computer.

· You are now ready to test the installation of the new Fortezza 32-bit drivers/libraries.
19. Log on as ‘Administrator’ and using Windows Explorer locate the files you downloaded in the <temp directory>\fortezza directory.
20. Copy the file card_info[.exe] to the c:\winnt\system32 directory.
21. Open an MS-DOS Prompt using Start(Programs(Command Prompt.
22. Type cd c:\winnt\system32 and press Enter to change to that directory.
23. Insert your Fortezza card into the  reader.
24. Click OK to the successful insertion of the Fortezza card by CardWizard or wait 15 seconds and the CardWizard window will disappear automatically.

25. Type card_info and press Enter.

26. Enter the socket number (1 or 2) where your Fortezza card is located and press Enter.

27. Enter the PIN for your Fortezza card and press Enter.

28. The card_info utility should log into the card, do some checking of certificates found there and print out that information.  If this works you may skip to the next step.  

· If you get a “failed return value = -20”, you specified the wrong socket for the Fortezza card.  Try again specifying the other socket.

· If you get any other “failed return value”, the Fortezza library and drivers are not loaded correctly.  You will have to correct this before you continue with the next step.  Ask your administrator or support staff for assistance.

· Note: If you have additional questions or problems with installing Fortezza drivers please refer to the "FORTEZZA Driver Installation Guide with FORTEZZA Troubleshooting for DMS Applications" located on the DISA DMS Controlled Web Site:  http://www.disa.mil/D2/dms/access.html
29. Log off Windows and log back on as a valid Notes user.

30. Double click on the Lotus Notes icon (or click Start->Programs->Lotus Applications->Lotus Notes) to launch the Notes application.

31. If necessary, continue the Notes installation starting at the Running the DMS User Setup Assistant section in the client installation instructions.

32. Double click on the Notes client tab to start your client.  If prompted enter your Fortezza PIN, then choose your Fortezza login personality.

33. Send a signed and encrypted message to yourself to verify the Lotus Notes DMS client is working correctly.  If this does not work, your DMS client is not installed or configured properly. Ask your administrator or support staff for assistance.

· Note: If you have additional questions or problems with installing Fortezza drivers please refer to the "FORTEZZA Driver Installation Guide with FORTEZZA Troubleshooting for DMS Applications" located on the DISA DMS Controlled Web Site:  http://www.disa.mil/D2/dms/access.html
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