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NIPRNet Access Check Sheet

Completed NIPRNet Access Request






_____

LAN accreditation (either LOA or IATO)





_____

Provide LAN topology







               _____

Completed NIPRNet Memorandum Of Agreement/Terms Of Agreement

               _____

NIPRNet Access Request

Part One – Administration/Points of Contact

1. Command’s complete name and Plain Language Address (including office codes) and mailing address:

______________________________________________________________________________________

______________________________________________________________________________________

a. Current NIPRNet access point:  _____________________________________________________

b. Commands that presently receive NIPRNet connectivity or services from you: ________________

2. Designated Approving Authority (DAA):

a. Name/Rank: ____________________________________________________________________ 

b. Telephone DSN/Commercial: ______________________________________________________

c. E-mail address: _________________________________________________________________ 

3. Information System Security Manager (ISSM)

a. Name, Rank/Rate: _______________________________________________________________

b. Telephone DSN/Commercial: ______________________________________________________ 

c. E-mail address: _________________________________________________________________

4. System Administrator:

a. Name, Rank/Rate: _______________________________________________________________

b. Telephone DSN/Commercial: ______________________________________________________

c. E-mail address: _________________________________________________________________

5. Administrative POC:

a. Name, Rank/Rate: _______________________________________________________________

b. Telephone DSN/Commercial: ______________________________________________________

c. E-mail address: _________________________________________________________________

6. INFOSEC Status, (copy of LOA or IATO must be provided prior to connecting):

a.  Date of approved “Letter Of Accreditation” (LOA): __________________________________ 

b.  Date of approved “Interim Authority To Operate” (IATO):  ____________________________

Part Two – Configuration Management

1. Building numbers of all buildings to be served by this connection: _____________________________

______________________________________________________________________________________

2. Type of present connectivity device (router, switch, proxy server, etc): _________________________

______________________________________________________________________________________

3. Type of connectivity medium (copper, fiber) and specifics (multi-mode or single mode): ___________

______________________________________________________________________________________

4. Present LAN type (FastEther, Ether, Token Ring, etc.): ______________________________________

______________________________________________________________________________________

5. Are IP addresses presently in use?  If so, list them along with their usage (i.e., Proxy Server: 139.39.145.1), if not will you require an IP address for connectivity to the TBEN? _____________

______________________________________________________________________________________

6. Has Internet domain been registered?  If so, what is it and who is POC: _________________________

______________________________________________________________________________________

7. Is there a Firewall in place: ____________________________________________________________

a. List type: ___________________________________________________________________

b. List operating system: _________________________________________________________

c. Provide topology diagram depicting location and connectivity to Firewall:

8. Number of users (break out by buildings if multiple buildings are all on one LAN): _______________

______________________________________________________________________________________

9. Expected usage (E-mail, Internet browsing, etc.):  __________________________________________

______________________________________________________________________________________

10.  Applications used (software other than Microsoft Office 97 suite): _____________________________

______________________________________________________________________________________

11.  Current services provided and by whom:  _________________________________________________

______________________________________________________________________________________

12.  Current cost for services:  _____________________________________________________________

EXAMPLE

FOR SINGLE COMMAND BEHIND TBEN FIREWALL

MEMORANDUM OF AGREEMENT

BETWEEN

COMMANDING OFFICER, NAVAL COMPUTER AND TELECOMMUNICATIONS STATION, JACKSONVILLE

AND

(COMMANDING OFFICER, YOUR COMMAND NAME)

Subj:
MEMORANDUM OF AGREEMENT

Encl:
(1) Terms of Agreement

1. This Memorandum of Agreement is for connectivity to the Tri-Base Enterprise Network (TBEN) located on Naval Air Station Jacksonville, Naval Station, Mayport and Naval Submarine Base, Kings Bay under the control of Commanding Officer, Naval Computer and Telecommunications Station (NAVCOMTELSTA), Jacksonville.

2. This TBEN gateway connection is in support of operations at (YOUR COMMAND) only. (YOUR COMMAND) provides no connectivity or services for any other commands.

3.
(YOUR COMMAND) understands that NAVCOMTELSTA Jacksonville will provide filtering of (YOUR COMMAND) assigned IP address blocks.

4.
In addition to the gateway connection (YOUR COMMAND) requires Unclassified, but Sensitive, Internet Protocol Router Network (NIPRNet) services.

5.
(YOUR COMMAND) is responsible for understanding and adhering to all INFOSEC policies to include Information Assurance Vulnerability Alerts (IAVA) and Online Compliance Report System (OCRS).

6.
Enclosure (1) will not be modified without prior notification to both Commanding Officer, (YOUR COMMAND) and Commanding Officer, NAVCOMTELSTA Jacksonville. Any request for modification of enclosure (1) will be made in writing and forwarded by the requesting party at least 30 days prior to the effective date of such change. Notification of the intention of either party to terminate this agreement will be by agreement to written notice from the other party, normally at least 180 days prior to the effective date of the termination. 

____________________________

___________________________

C. D. WILSON

Date

(YOUR C.O.)

Date

Commanding Officer


Commanding Officer

NAVCOMTELSTA


(YOUR COMMAND)
EXAMPLE

FOR SINGLE COMMAND WITH OWN FIREWALL

MEMORANDUM OF AGREEMENT

BETWEEN

COMMANDING OFFICER, NAVAL COMPUTER AND TELECOMMUNICATIONS STATION, JACKSONVILLE

AND

(COMMANDING OFFICER, YOUR COMMAND NAME)

Subj:
MEMORANDUM OF AGREEMENT

Encl:
(1) Terms of Agreement

2. This Memorandum of Agreement is for connectivity to the Tri-Base Enterprise Network (TBEN) located on Naval Air Station Jacksonville, Naval Station, Mayport and Naval Submarine Base, Kings Bay under the control of Commanding Officer, Naval Computer and Telecommunications Station (NAVCOMTELSTA), Jacksonville.

2. This TBEN gateway connection is in support of operations at (YOUR COMMAND) only. (YOUR COMMAND) provides no connectivity or services for any other commands.

3.
(YOUR COMMAND) will retain responsibility for the secure operation of its LAN by maintaining a Bastion host firewall. (YOUR COMMAND) understands that NAVCOMTELSTA Jacksonville will not provide any filtering of (YOUR COMMAND) assigned IP address blocks.

4.
In addition to the gateway connection (YOUR COMMAND) requires Unclassified, but Sensitive, Internet Protocol Router Network (NIPRNet) services.

5.
(YOUR COMMAND) is responsible for understanding and adhering to all INFOSEC policies to include Information Assurance Vulnerability Alerts (IAVA) and Online Compliance Report System (OCRS).

6.
Enclosure (1) will not be modified without prior notification to both Commanding Officer, (YOUR COMMAND) and Commanding Officer, NAVCOMTELSTA Jacksonville. Any request for modification of enclosure (1) will be made in writing and forwarded by the requesting party at least 30 days prior to the effective date of such change. Notification of the intention of either party to terminate this agreement will be by agreement to written notice from the other party, normally at least 180 days prior to the effective date of the termination. 

____________________________

___________________________

C. D. WILSON

Date

(YOUR C.O.)

Date

Commanding Officer


Commanding Officer

NAVCOMTELSTA


(YOUR COMMAND)
EXAMPLE

COMMAND SUPPORTING MULTIPLE COMMANDS

WITH OWN FIREWALL
MEMORANDUM OF AGREEMENT

BETWEEN

COMMANDING OFFICER, NAVAL COMPUTER AND TELECOMMUNICATIONS STATION, JACKSONVILLE

AND

(COMMANDING OFFICER, YOUR COMMAND NAME) 

Subj:
MEMORANDUM OF AGREEMENT

Encl:
(1) Terms of Agreement

3. This Memorandum of Agreement is for connectivity to the Tri-Base Enterprise Network (TBEN) located on Naval Air Station Jacksonville, Naval Station, Mayport and Naval Submarine Base, Kings Bay under the control of Commanding Officer, Naval Computer and Telecommunications Station (NAVCOMTELSTA), Jacksonville.

2. This gateway connection is in support of operations at (YOUR COMMAND) and the following commands that (YOUR COMMAND) provides connectivity and services:


a. (ADDITIONAL COMMAND 1)

b. (ADDITIONAL COMMAND 2)

c. (ADDITIONAL COMMAND 3)

d. (ADDITIONAL COMMAND 4)
3.
(YOUR COMMAND) will retain responsibility for the secure operation of its LAN and those commands (YOUR COMMAND) provides connectivity and services by maintaining a Bastion host firewall. (YOUR COMMAND) understands that NAVCOMTELSTA Jacksonville will not provide any filtering of (YOUR COMMAND) or those commands (YOUR COMMAND) provides connectivity and services assigned IP address blocks.

4.
In addition to the gateway connection (YOUR COMMAND) and those commands (YOUR COMMAND) provides connectivity and services requires Unclassified, but Sensitive, Internet Protocol Router Network (NIPRNet) services.

5.
(YOUR COMMAND) is responsible for understanding and adhering to all INFOSEC policies to include Information Assurance Vulnerability Alerts (IAVA) and Online Compliance Report System (OCRS).

6.
Enclosure (1) will not be modified without prior notification to both Commanding Officer, (YOUR COMMAND) and Commanding Officer, NAVCOMTELSTA Jacksonville. Any request for modification of enclosure (1) will be made in writing and forwarded by the requesting party at least 30 days prior to the effective date of such change. Notification of the intention of either party to terminate this agreement will be by agreement to written notice from the other party, normally at least 180 days prior to the effective date of the termination. 

____________________________

___________________________

C. D. WILSON

Date

(YOUR C.O.)

Date

Commanding Officer


Commanding Officer

NAVCOMTELSTA


(YOUR COMMAND)
NIPRNet Terms Of Agreement

1.  SECNAV Instruction 5239.3 (14 JUL 1995), Department of the Navy Information Systems Security (INFOSEC) Program, mandates that all Navy and Marine Corps systems must be certified and accredited in regards the data confidentiality, integrity, availability and accountability.

2.  OPNAV Instruction 2201.3 (03 MAR 1998), Communications Security (COMSEC) Monitoring of Navy and Marine Corps Telecommunications and Automated Information Systems (AIS), dictates the procedures for authorization of COMSEC monitoring of Navy systems.  This OPNAV also mandates that all official Navy and Marine Corps systems are required to display a legally approved warning banner, which also serves to provide notification of, and consent to, COMSEC monitoring.

3.  NAVCOMTELSTA Jacksonville will not assume INFOSEC duties or authority for connecting LAN/workstations to NAVCOMTELSTA Jacksonville’s NIPRNet.  All connecting commands are responsible for all mandated INFOSEC responsibilities for this LAN/workstation under their control.

4.  NAVCOMTELSTA Jacksonville must be notified when there are changes to the functionality, architecture, data processed, user population, or information system environment.

5.  NAVCOMTELSTA Jacksonville will conduct periodic monitoring of and unannounced vulnerability assessment to determine the security features in place to protect against unauthorized access or attack.

6.  Commands connecting to NAVCOMTELSTA Jacksonville’s NIPRNet systems are responsible for:


a.  Maintaining an INFOSEC program with security POCs (ISSM and/or NSO) that may be contacted by NAVCOMTELSTA Jacksonville.


b.  Establish a vigorous Virus protection program by installing and maintaining either Norton or McAfee antivirus programs on all computer-based systems connected to the TBEN.


c.  Ensure a signed Letter Of Accreditation (LOA) or Interim Authority to Operate (IATO) is maintained.



d.  Providing plans for contingencies.  All contingency plans will be coordinated through NAVCOMTELSTA Jacksonville.


e.  Protecting classified information from unauthorized access and disclosure.

7.  NAVCOMTELSTA Jacksonville will provide the following Level Of Service:


a.  Provide network management to all TBEN backbone and edge devices and NIPRNet component equipment up to the demarcation between the TBEN equipment and a command’s LAN (this is usually at a CSU/DSU or cryptographic device). 


b.  When a trouble call is submitted to NAVCOMTELSTA Jacksonville’s Help Desk (1-888-NCTS-JAX), the technician will initiate a Trouble Ticket (and provide the customer with a tracking number) and begin fault isolation. 


c.  The Help Desk will walk the customer through the symptoms, the access configuration and other applicable information.  The technician will then begin network isolation of the problem.  


d.  The Help Desk will determine if the outage is beyond the TBEN or NIPRNet edge device (which is the responsibility of the command), or on the TBEN infrastructure side (which is the responsibility of NAVCOMTELSTA Jacksonville).


e.  When an outage is determined to be on the NIPRNet or TBEN infrastructure side, technicians will begin working on the outage as soon as possible (but within 24 hours), and will keep the command apprised on the status of the outage.  When corrected, the command will be notified and confirm operations have been restored. 

Enclosure (1)

EXAMPLE 

(CMD'S THAT HAVE CMD'S UNDER THEM)

MEMORANDUM OF AGREEMENT

BETWEEN

COMMANDING OFFICER, (YOUR CMD)

AND

COMMANDING OFFICER, NAVAL COMPUTER AND TELECOMMUNICATIONS STATION, JACKSONVILLE

Subj:
MEMORANDUM OF AGREEMENT

Encl:
(1) Terms of Agreement

4. This Memorandum of Agreement is for connectivity to the Tri-Base Enterprise Network (TBEN) located on Naval Air Station Jacksonville, Naval Station, Mayport and (YOUR CMD), (YOUR CMD) under the control of Commanding Officer, Naval Computer and Telecommunications Station (NAVCOMTELSTA), Jacksonville.

2. This gateway connection is in support of operations at (YOUR CMD) and the following commands that (YOUR CMD) provides connectivity and services:

(Please correct and use full short titles),  *NOTE:  SHORT TITLES APPROATIATE


a. HRO


b. NLMOD


c. NUWC


d. FISC


e. DAPS


f. SWFLANT

3.
(YOUR CMD) will retain responsibility for the secure operation of its LAN and those commands (YOUR CMD) provides connectivity and services by maintaining a Bastion host firewall. (YOUR CMD) understands that NAVCOMTELSTA Jacksonville will not provide any filtering of (YOUR CMD) or those commands (YOUR CMD) provides connectivity and services assigned IP address blocks.

4.
In addition to the gateway connection (YOUR CMD) and those commands (YOUR CMD) provides connectivity and services require Unclassified, but Sensitive, Internet Protocol Router Network (NIPRNet) services.

5.
(YOUR CMD) is responsible for understanding and adhering to all INFOSEC policies to include Information Assurance Vulnerability Alerts (IAVA) and Online Compliance Report System (OCRS).

6.
Enclosure (1) will not be modified without prior notification to both Commanding Officer, (YOUR CMD) and Commanding Officer, NAVCOMTELSTA Jacksonville. Any request for modification of enclosure (1) will be made in writing and forwarded by the requesting party at least 30 days prior to the requested effective date.. Notification of the intention of either party to terminate this agreement will be by agreement to written notice from the other party, normally at least 180 days prior to the effective date of the termination. 

____________________________

___________________________

C. D. WILSON

Date

XXXXXX

Date

Commanding Officer



Commanding Officer

NAVCOMTELSTA



(YOUR CMD)

        EXAMPLE (SINGLE CMD'S)

DEPARTMENT OF THE NAVY

NAVAL COMPUTER AND TELECOMMUNICATIONS STATION (32212-0111)

JACKSONVILLE, FLORIDA

(YOUR CMD)  (ZIP-CODE)

NAVCOMTELSTA Jacksonville



(YOUR CMD) 

5239








5239

Ser N51







Ser 100/

MEMORANDUM OF AGREEMENT

BETWEEN

COMMANDING OFFICER, NAVAL COMPUTER AND TELECOMMUNICATIONS STATION, JACKSONVILLE (Supplier)

AND

(YOUR CMD) (Receiver)

Subj:
MEMORANDUM OF AGREEMENT

Encl:
(1) Terms of Agreement

5. This Memorandum of Agreement is for connectivity to the Tri-Base Enterprise Network (TBEN) located on Naval Air Station Jacksonville, Naval Station, Mayport and (YOUR CMD), (YOUR CMD) under the control of Commanding Officer, Naval Computer and Telecommunications Station (NAVCOMTELSTA), Jacksonville.

2. This gateway connection is in support of operations at (YOUR CMD) only. (YOUR CMD) provides no connectivity or services for any others commands.

3.
(YOUR CMD) will retain responsibility for the secure operation of its LAN by maintaining a Bastion host firewall. (YOUR CMD) understands that NAVCOMTELSTA Jacksonville will not provide any filtering of (YOUR CMD) assigned IP address blocks.

4.
In addition to the gateway connection (YOUR CMD) requires Unclassified, but Sensitive, Internet Protocol Router Network (NIPRNet) services.

5.
(YOUR CMD) is responsible for understanding and adhering to all INFOSEC policies to include Information Assurance Vulnerability Alerts (IAVA) and Online Compliance Report System (OCRS).

6.
Enclosure (1) will not be modified without prior notification to both Commanding Officer, (YOUR CMD) and Commanding Officer, NAVCOMTELSTA Jacksonville. Any request for modification of enclosure (1) will be made in writing and forwarded by the requesting party at least 30 days prior to the effective.  Notification of the intention of either party to terminate this agreement will be by agreement to written notice from the other party, normally at least 180 days prior to the effective date of the termination. 

____________________________

___________________________

C. D. WILSON

Date

(NAME)

Date

Commanding Officer


Commanding Officer

NAVCOMTELSTA


(YOUR CMD)
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