
Secure Dial-up Settings

	MOTOROLA MMT 1500 (STU A43)

	
	Client (Calling End)
	
	
	

	Requirements:
	Motorola modem driver installed on the DMS UA (Windows NT based PC), assigned to COM1 port.

	Security Access Control System (SACS):
	Optional
	
	
	

	Serial Data Cable:
	See Figure 1 (Pin Out)
	
	
	

	CONFIGURATIONS
	
	
	
	

	COMSEC Menu              Fill Terminal
	N/A
	
	
	

	Add CIKS
	N/A
	
	
	

	Fill Status
	N/A
	
	
	

	Zeroize Fill
	N/A
	
	
	

	User Options                      Data Rate
	9600 ASYNC
	
	
	

	Speaker 
	Enabled
	
	
	

	Clear Mode
	ON
	
	
	

	Remote Mode
	ON
	
	
	

	Auto Secure
	ON
	
	
	

	Preempt Tones
	OFF
	
	
	

	Autovon Keys
	OFF
	
	
	

	Setup Tones
	OFF
	
	
	

	Secure Retry
	ON
	
	
	

	Software Update
	N/A
	
	
	

	BDI Options             Telco Mode Only
	N/A
	
	
	

	Telco Off hook
	N/A
	
	
	

	Caller Alert
	N/A
	
	
	

	BDI Rate
	N/A
	
	
	

	BDI Duplex
	N/A
	
	
	

	DSA
	N/A
	
	
	

	Regular Preamble
	N/A
	
	
	

	Use RTS+TX Delay
	N/A
	
	
	

	TX Delay
	N/A
	
	
	

	Ignore DCD
	N/A
	
	
	

	Ignore DSR
	N/A
	
	
	

	Extended Timeout
	N/A
	
	
	

	Timeouts
	N/A
	
	
	

	Dedicated Mode
	N/A
	
	
	

	DBI Autosec
	N/A
	
	
	

	DIG Alerting
	N/A
	
	
	

	External Timing
	N/A
	
	
	

	SACS Options (Master CIK Required)
	
	
	

	Load Access List
	Load and Save
	
	
	

	Create ACL KSD 
	N/A
	
	
	

	ACL Checking 
	ON
	
	
	

	Auto Data
	OFF
	
	
	

	Security Levels
	N/A
	
	
	

	MIN
	OFF
	
	
	

	MAX
	OFF
	
	
	

	Telco Options       60/40 Make/Break
	
	
	
	

	Pause
	2 Sec
	
	
	

	MI/MIC
	Disabled
	
	
	

	Ring Det 
	15-68 Hz
	
	
	

	DTMF Level
	Low
	
	
	

	Hookflash
	Long
	
	
	

	TX Level (dbm)
	-6
	
	
	

	2 Wire Selected
	2 Wire Selected
	
	
	


	AT&T 1100 (STU N10)

	
	Client (Calling End)
	
	

	Requirements:
	AT&T modem driver installed on the DMS UA (Windows NT based PC), assigned to COM1 port.

	Security Access Control System (SACS):
	OPTIONAL
	
	
	

	Serial Data Cable:
	See Figure 1 (Pin Out)
	
	
	

	
	
	
	
	

	CONFIGURATIONS
	
	
	
	

	
	
	
	
	

	SECURE DATA
	
	
	
	

	Data Rate
	9.6 FDX, ASYNC
	
	
	

	SECURITY CONFIG 
	
	
	
	

	SACS Disable
	OFF
	
	
	

	SACS Options Settings (Master CIK Required)
	
	
	

	SACS Control
	DISABLED
	
	
	

	Auto Access Control
	ON
	
	
	

	Far End ID
	OFF
	
	
	

	Access List
	LOADED AND SAVED
	
	
	

	Minimum Security Level
	OFF
	
	
	

	Maximum Security Level
	OFF
	
	
	

	Auto-Secure RCV
	
	
	
	

	Auto-Secure RCV
	OFF
	
	
	

	Clear Voice
	
	
	
	

	Clear Voice
	ENABLED
	
	
	

	Clear Speaker
	
	
	
	

	Clear Speaker
	ENABLED
	
	
	

	Secure Speaker
	
	
	
	

	Secure Speaker
	ENABLED
	
	
	

	Remote Authentication
	
	
	
	

	Remote Authentication
	OFF
	
	
	

	Remote Control Setting
	
	
	
	

	Remote Control
	ON
	
	
	

	Auto Answer Settings
	
	
	
	

	Auto Answer
	OFF
	
	
	

	AASD
	N/A
	
	
	

	Data Rate Limit
	
	
	
	

	Data Rate
	9.6 = MAX Rate
	
	
	

	Secure Retry
	
	
	
	

	Secure Retry
	ON
	
	
	

	Network Config Settings
	
	
	
	

	Common Ringing
	
	
	
	

	Common Ringing
	OFF
	
	
	

	Autovon Config
	
	
	
	

	Autovon Config
	OFF
	
	
	

	Country Code
	U.S.A
	
	
	

	Modem Output
	-6
	
	
	

	Modem Config
	
	
	
	

	Trellis 
	ENABLED
	
	
	

	Freq-Offset Comp Settings
	
	
	
	

	2.4 FOC
	DISABLED
	
	
	


	AT&T 1900 SDD (STU A12)

	
	Client (Calling End)
	
	

	Requirements:
	AT&T modem driver installed on the DMS UA (Windows NT based PC), assigned to COM1 port.

	Security Access Control System (SACS):
	OPTIONAL
	
	
	

	Serial Data Cable:
	See Figure 1 (Pin Out)
	
	
	

	CONFIGURATIONS
	
	
	
	

	SECURE DATA
	
	
	
	

	Data Rate
	9.6 FDX, ASYNC
	
	
	

	SECURITY CONFIG 
	
	
	
	

	SACS Settings (Master CIK Required)
	
	
	
	

	Auto Access Control
	ON
	
	
	

	Far End ID
	OFF
	
	
	

	Access List
	LOADED AND SAVED
	
	
	

	Minimum Security Level
	OFF
	
	
	

	Maximum Security Level
	OFF
	
	
	

	Remote Authentication
	OFF
	
	
	

	Remote Control Setting
	
	
	
	

	Remote Control
	ON
	
	
	

	Auto Answer Settings
	
	
	
	

	Auto Answer
	OFF
	
	
	

	AASD
	N/A
	
	
	

	BIT Rate Limit
	
	
	
	

	Line Rate
	9.6 = MAX Rate
	
	
	

	Network Config
	
	
	
	

	Country Code
	U.S.A
	
	
	

	Modem Output
	-6
	
	
	

	Modem Config
	
	
	
	

	Trellis 
	ENABLED
	
	
	

	Freq-Offset Comp Settings
	
	
	
	

	2.4 FOC
	DISABLED
	
	
	

	Speaker on/off Settings
	
	
	
	

	Speaker Off
	OFF ALWAYS
	
	
	

	Network Config
	
	
	
	

	Country Code
	U.S.A
	
	
	

	Modem Output
	-6
	
	
	

	Modem Config
	
	
	
	

	Trellis 
	ENABLED
	
	
	

	Freq-Offset Comp Settings
	
	
	
	

	2.4 FOC
	DISABLED
	
	
	

	Speaker on/off Settings
	
	
	
	

	Speaker Off
	OFF ALWAYS
	
	
	


	AT&T 1910 SDD (STU B12)

	
	Client (Calling End)
	
	)
	

	Requirements:
	AT&T modem driver installed on the DMS UA (Windows NT based PC), assigned to COM1 port.
	

	Security Access Control System (SACS):
	OPTIONAL
	
	
	

	Serial Data Cable:
	See Figure 1 (Pin Out)
	
	
	

	CONFIGURATIONS
	
	
	
	

	SECURE DATA                                    V.42bis
	ON
	
	
	

	Data Rate
	38.4 FDX, ASYNC
	
	
	

	Line rate
	14.4
	
	
	

	V.42bis ON 
	FALLBACK
	
	
	

	SECURITY CONFIG                  SACS Disable
	OFF
	
	
	

	SACS Settings (Master CIK Required)
	
	
	
	

	SACS Control
	DISABLED
	
	
	

	Auto Access Control
	ON
	
	
	

	Far End ID
	OFF
	
	
	

	Access List
	LOADED AND SAVED
	
	
	

	Minimum Security Level
	OFF
	
	
	

	Maximum Security Level
	OFF
	
	
	

	Remote Authentication
	OFF
	
	
	

	Remote Control Setting
	
	
	
	

	Remote Control
	OFF
	
	
	

	Auto Answer Settings                Auto Answer
	OFF
	
	
	

	AASD
	N/A
	
	
	

	Line Rate
	
	
	
	

	Line Rate
	14.4 = MAX Rate
	
	
	

	V.42 & V.42BIS
	
	
	
	

	V.42bis
	ON
	
	
	

	Data Rate
	38.4 FDX, ASYNC
	
	
	

	Line rate
	14.4
	
	
	

	V.42bis ON 
	FALLBACK
	
	
	

	Network Config                          Country Code
	U.S.A
	
	
	

	Modem Output
	-6
	
	
	

	Modem Config                                       Trellis 
	ENABLED
	
	
	

	Freq-Offset Comp Settings               2.4 FOC
	DISABLED
	
	
	

	Speaker on/off Settings               Speaker Off
	OFF ALWAYS
	
	
	


	GE 9600 (STU N30)

	
	Client (Calling End)
	
	

	Requirements:
	Standard 9600 baud modem driver installed on the DMS UA (Windows NT based PC), assigned to COM1 port.

	
	GE9600 MODEM SCRIPT FILE
	
	

	Security Access Control System (SACS):
	Optional
	
	

	Serial Data Cable:
	See Figure 1 (Pin Out)
	
	

	CONFIGURATIONS
	
	
	

	Dialing Mode
	TONE
	
	

	Communication Mode
	FULL DUPLEX
	
	

	Initial Voice Rate
	4800
	
	

	Data Rate
	9600, ASYNC EC OFF
	
	

	Network Homing
	LINE 1
	
	

	ACK/NACK Protocol
	ENABLED
	
	

	DTE Rate Adapt
	CAN NOT
	
	

	DATA Port Control Signals
	
	
	

	  DATA Port DTR (20)
	REQUIRED
	
	

	  DATA Port DCD (8)
	FOLLOWS CARRIER
	
	

	Security Features (Master CIK may be required)
	
	
	

	  Autosecure on Answer
	DISABLED
	
	

	  Plain Text
	DISABLED
	
	

	  Minimum Security
	NONE
	
	

	  Maximum Security
	TS
	
	

	  Auto Answer
	DISABLED
	
	

	BEFORE ANSWER NUMBER OF RINGS
	N/A
	
	

	  ACL Validation
	ENABLED
	
	

	  DTE Validation
	DISABLED
	
	

	  Speakerphone MIC
	ENABLED
	
	

	  Remote Escape
	ENABLED
	
	

	Network Parameters (CAN NOT CHANGE)
	
	
	

	  Networks set to
	GROUP 1
	
	

	  Dial Pulse Ratio
	60%
	
	

	  Dial Pulse Code
	NONE
	
	

	  DTMF Level    High
	-4dBm
	
	

	                           Low
	-6dBm
	
	

	  Line 1 Output
	-1dBm
	
	

	  Line 1 Pots Ref.
	-6dBm
	
	

	  Line 2 Output
	-9dBm
	
	

	  Billing Delay
	2 Seconds
	
	

	  Hook Flash Time
	600 msec
	
	

	  A-Lead Control
	ENABLED
	
	

	  Pre-Emphasis
	CURVE 1
	
	

	  Preempt Detect
	ENABLED
	
	

	Remote Control Setting (ERM)
	
	
	

	  Remote Control
	ON
	
	

	  Set Remote Nonsecure Voice
	PCM
	
	

	*Note: To turn remote OFF, enter the code "562" using the keypad when the GE 9600 is ON HOOK.
	
	


	L3 STE PSTN (STE A30)

	
	
	
	
	

	Requirements:
	
	
	
	

	Security Access Control System (SACS):
	
	
	
	

	Serial Data Cable:
	
	
	
	

	
	Client (Calling End)
	
	
	

	CONFIGURATIONS
	
	
	
	

	Terminal Management Privileges
	
	
	
	

	Remote Control
	Enabled
	
	
	

	Remote Authentication (RA)
	Disabled
	
	
	

	ACL List 
	Loaded and Saved
	
	
	

	Secure Appliactions
	
	
	
	

	Secure Data Application
	Enabled
	
	
	

	Secure Data ACL
	Enabled
	
	
	

	Secure Data MAX Security
	None
	
	
	

	Secure Data MIN Security
	None
	
	
	

	Terminal Management
	
	
	
	

	Auto Answer
	Disabled
	
	
	

	Rings Before Answer
	N/A
	
	
	

	Terminal Control
	Hostport Control
	
	
	

	
	
	
	
	


	L3 STE ISDN (STE A30)

	Requirements:
	
	
	
	

	Security Access Control System (SACS):
	
	
	
	

	Serial Data Cable:
	
	
	
	

	
	Client (Calling End)
	
	
	

	CONFIGURATIONS
	
	
	
	

	Terminal Management Privileges
	
	
	
	

	Remote Control
	Enabled
	
	
	

	Remote Authentication (RA)
	Disabled
	
	
	

	ACL List 
	Loaded and Saved
	
	
	

	Secure Appliactions
	
	
	
	

	Secure Data Application
	Enabled
	
	
	

	Secure Data ACL
	Enabled
	
	
	

	Secure Data MAX Security
	None
	
	
	

	Secure Data MIN Security
	None
	
	
	

	Terminal Management
	
	
	
	

	Auto Answer
	Disabled
	
	
	

	Rings Before Answer
	N/A
	
	
	

	Terminal Control
	Hostport Control
	
	
	

	
	
	
	
	


The STU-III wiring pin-outs for the ECR client workstation side connection to the workstation.
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STE wiring pin-outs for the ECR client workstation side connection to the workstation.
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